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1. [bookmark: _Toc215682770]PURPOSE
This policy establishes requirements for identifying, assessing, prioritising, and remediating vulnerabilities in Aidacare’s IT environment. It ensures that security patches are applied in a timely and effective manner to minimise exposure to security threats, reduce risk to critical assets, and maintain regulatory compliance. This policy supports Aidacare’s information security objectives by reducing the attack surface and preventing exploitation of known vulnerabilities.
[bookmark: _Toc189468061][bookmark: _Toc215682771]SCOPE
This policy applies to:
· All servers, workstations, network devices, applications, operating systems, endpoints and infrastructure components owned, managed, or operated by Aidacare IT.
· On-premises and cloud-hosted environments.
· All employees, contractors, and third parties responsible for managing or maintaining IT systems.

[bookmark: _Toc189468063][bookmark: _Toc215682772]DEFINITIONS
	Terms 
	Definition 

	CVSS
	An industry-standard method for rating the severity of security vulnerabilities. Scores range from 0.0 (lowest) to 10.0 (highest).

	End of Support
	A situation where a vendor no longer provides updates or patches for a system or application.

	Exception
	An approved deviation from the standard vulnerability or patch management requirements, usually due to business impact, technical limitations, or acceptable risk.

	False Positive
	A vulnerability flagged by the vulnerability scanner that does not actually exist or is not exploitable.

	Patch
	A software update released by a vendor to fix vulnerabilities, improve functionality, or address performance issues.

	System / Application Owner
	An individual responsible for the overall management, security, and proper functioning of a specific IT system or application.

	Vulnerability
	A weakness in a system, application, or process that could be exploited to compromise the confidentiality, integrity, or availability of information or IT assets.

	Vulnerability Assessment (VA) Tool
	An automated tool used to scan systems and identify known vulnerabilities.
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NIST CSF REQUIREMENTS
Following are the key requirements from NIST Cybersecurity frameworks which are relevant to this policy:
	
	CSF Function
	Subcategory

	Identify (ID)
	ID.AM-02: Inventories of software, services, and systems managed by the organization are maintained.

	
	ID.RA-01: Vulnerabilities in assets are identified, validated, and recorded.

	
	ID.RA-04: Potential impacts and likelihoods of threats exploiting vulnerabilities are identified and recorded.

	
	ID.RA-05: Threats, vulnerabilities, likelihoods, and impacts are used to determine risk.

	
	ID.RA-08: Processes for receiving, analysing, and responding to vulnerability disclosures are established.
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POLICY STATEMENTS
Aidacare should:
· Maintain an up-to-date inventory of hardware, software, and cloud assets
· Regularly identify vulnerabilities through automated scans, vendor advisories, threat intelligence, and penetration testing.
· Classify and remediate vulnerabilities based on risk.
· Apply security patches to systems, applications, and infrastructure according to defined timelines.
· Maintain accurate records of vulnerabilities, patches, exceptions, and remediation status.
[bookmark: _Toc215680485]BUSINESS IMPACT ANALYSIS (BIA)
A Business Impact Analysis (BIA) should be conducted to assess critical business functions and establish the appropriate Recovery Time Objective (RTO) and Recovery Point Objective (RPO) for effective vulnerability management.
The following policy elements are applicable to the identified business critical applications. Additionally, the vulnerability management process should be prioritised for the internet facing assets and systems with sensitive business or personal information of the customers.

[bookmark: _Toc215682775]VULNERABILITY AND PATCH MANAGEMENT PROCESS
The following process outlines how vulnerabilities should be identified, prioritised, remediated, and monitored within Aidacare.
[bookmark: _Toc215682776]IDENTIFICATION
· Aidacare IT should maintain a formal mechanism to receive timely notifications of new vulnerabilities from sources such as industry feeds, vendor alerts, internal reports, security assessments, automated vulnerability assessment (VA) tools, and mobile device management platforms. An automated VA tool should be maintained, kept up to date with vendor signatures, and configured to comprehensively cover all Aidacare IT assets.
· Vulnerability scans must be performed on all systems at least monthly, and after significant infrastructure or application changes.
· External scans must cover all internet-facing systems.
· Findings should be reviewed within appropriate timeframes. Critical findings facing internet facing systems must be reviewed within 2 business days.

[bookmark: _Toc215682777]RISK CLASSIFICATION
All vulnerabilities and patches should be evaluated and classified based on the likelihood of exploitation, potential impact, and overall risk to Aidacare IT environment. This assessment must consider both current and potential mitigating controls. The following table defines the severity levels of the vulnerability:
	Severity
	Description

	P1 Vulnerability
(Critical)
	CVSS score ≥ 9.0, or vulnerabilities that allow easy administrative-level access to a host by an attacker.

	P2 Vulnerability
(High)
	CVSS score between 7.5 – 8.9, or vulnerabilities that may grant administrative access or exposure of sensitive data to an attacker.

	P3 Vulnerability
(Medium)
	CVSS score between 4.0 – 7.4, or vulnerabilities that may allow access to specific information on the host, including security configurations.

	P4 Vulnerability
(Low or Informational)
	CVSS score < 4.0, or low-risk vulnerabilities that present no immediate threat but could be leveraged in the future.



[bookmark: _Toc215682778]PATCH MANAGEMENT
Aidacare is committed to ensuring that all IT assets are protected through timely application of security and software patches. The following principles apply:
· Patches should be validated in a test environment before deployment to production systems where feasible. Rollback procedures should be documented.
· Patching activities should follow the appropriate change management process based on vulnerability severity.
· Deployed patches should be verified to ensure successful installation and remediation of the targeted vulnerability.
· System and application owners are responsible for ensuring that their assets remain up to date with the latest applicable patches.
· End-of-support systems that cannot be patched should follow exception processes.
· Patch management should be aligned with vulnerability scanning results to ensure a consistent security posture across the organisation.

[bookmark: _Toc215682779]PATCH DEPLOYMENT
Patches should be applied based on the severity of the associated vulnerability and the criticality of the asset. A tiered approach should be used to define patching timeframes:
	Severity Level
	Patch Deployment Timeline

	P1 (Critical) – Internet-facing assets
	Less than 15 Days

	P1 (Critical) – Internal assets
	

	P2 (High) – Internet-facing assets
	Less than 15 Days

	P2 (High) – Internal assets
	Within 90 Days

	P3 (Medium)
	Next scheduled patch cycle

	P4 (Low or Informational)
	Within 12 months
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EXCEPTION HANDLING
There may be cases where vulnerabilities cannot be fully remediated. In such instances, documented exceptions may be permitted with compensating controls.
	Types of Exception
	Description

	False Positives
	Occur when a scanner incorrectly flags a system as vulnerable.

	Acceptable Risk
	Applies when the residual risk remains acceptable after mitigation controls are in place, or when the cost/effort of remediation outweighs the threat. 
· Description of mitigating controls
· Explanation of why the risk is acceptable


	Delayed Action
	Applies when immediate remediation is not feasible due to business impact or testing requirements. 
· A remediation test plan
· A committed correction date 
· Justification for business process alignment

	End of Support
	Applies when the vendor no longer supports the system or application. 
· A migration or upgrade plan, or
· Compensating controls to ensure continued protection


All exception requests should be accompanied by clear justification and an expiry date. Exceptions should be reviewed and approved by the CTO.

[bookmark: _Toc215682781]REPORTING
Patch management activities should be monitored and reported regularly.
· Vulnerability Reporting: Monthly reports should summarise vulnerability scan results, including the number of vulnerabilities by severity, remediation progress, outstanding exceptions, and emerging trends. These reports should be shared with CTO.
· Patch Reporting: Monthly patch compliance reports should track deployment status, success rates, and any failed or delayed patches. These reports should be shared with CTO.
· Management Reporting: A consolidated quarterly summary of both vulnerabilities and patch compliance should be provided to Executive Management for oversight and to support risk-based decision-making.

[bookmark: _Toc189468062][bookmark: _Toc215682782]ROLES & RESPONSIBILITIES
	Chief Executive Officer (CEO)
	· Review and approve the policy.

	Chief Technology Officer (CTO)
	· Accountable for implementing the vulnerability management policy and responsible for the vulnerability management process.
· Monitoring of the Key Performance Indicators (KPIs).

	IT Lead of Technology Asset
	· Ensure that vulnerability scans are performed and monitors threat advisories.
· Agree on the classification the vulnerabilities.
· Test, deploy, verify and deploy patches.
· Maintain records and prepare reports.
· Performs post-deployment verification.
· Escalate critical issues to CTO.
· Support patch testing and deployment.
· Provide input on business impact and exception requests.
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RACI MATRIX
	Task/Responsibility 
	CEO
	CTO	Comment by Mohit Malik: Define governance layer - fit for purpose for Aidacare..
	IT Lead of Technology Asset

	Review and approve policy 
	R
	A
	C

	Document standard operating procedures for vulnerability and patch management
	I
	A
	R

	Maintain Asset Inventory
	-
	A
	A/R

	Conduct vulnerability scans and monitors threat advisories
	-
	I
	A/R

	Validate scan results and prioritise vulnerabilities based on business impact, exploitability and asset criticality (P1 to P4)
	-
	A
	R 

	Develop and implement remediation plans, including, application of patches
	-
	I/C
	A/R 

	Implement compensating controls for vulnerabilities which cannot be patched
	-
	C
	A/R

	Provide risk acceptance and exception approvals
	A/R
	C
	C

	Post-deployment verification
	-
	I
	A/R

	Monthly reporting (Vulnerabilities & Patching)
	I
	A
	R

	Manage vendor SLAs wherever required
	I
	A
	R

	Monitor compliance to this policy
	I
	A
	R


Legend
· [bookmark: _Toc189468067][bookmark: _Toc215682784]R – Responsible: Performs the work required to complete the task or activity.
· A – Accountable: Has ultimate ownership of the task and is answerable for the final decision or outcome.
· C – Consulted: Provides subject matter expertise, guidance or input during the task.
· I – Informed: Receives updates on progress, decisions and outcomes but is not directly involved in execution.

RELATED DOCUMENTS 
· Change Management Policy.

[bookmark: _Toc215682785]AUDITING 
· Policies and controlled supporting documents are reviewed annually by the G&R Coordinator and relevant stakeholders during the internal audits. Additional reviews may be initiated following significant changes or as requested by executive management. 
· Additional auditing or review cycles outside of the internal audit cycle, is highly encouraged. If required, outline in this section the frequency, the nominated auditor and how outcomes will be handled.
[bookmark: _Toc215682786]COMPLIANCE WITH POLICY 
Compliance with this policy is mandatory and a breach is considered to be a serious matter that may result in disciplinary action.  Disciplinary action will be based on the severity of the matter and may include immediate dismissal.    
Staff must familiarise themselves with, understand, and follow all relevant policies, procedures, and guidelines in the course of their duties. Failure to comply with these standards can negatively impact the organisation, its operations, and its reputation
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